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Introduction

Jeff Breinholt

Coordinator for Terrorist Financing
Counterterrorism Section

Criminal Division, Department of Justice

This edition of the United States Attorneys'
Bulletin is based on a series of papers and lectures
| put together over the last few years. Theideasin
these articles reflect the work of the Department
of Justice (Department) Terrorist Financing Task
Force, the group of prosecutors brought together
after the events of September 11, 2001 to apply
white-collar expertise to the problem of terrorism.
They do the real work, while | generally remain in
W ashington trying to draw lessons from their
efforts for nationwide applicability. Itis an honor
to be associated with them.

Although terrorist financing as a law
enforcement issue existed before 9/11, its focus
was profoundly altered with the Attorney
General's November 8, 2001 announcement that,
henceforth, the federal prosecutor's core mission
would be preventing terrorist attacks. Like all
DOJ lawyers today, those who work in terrorist
financing enforcement will be judged not by the
number of convictions they secure but by how
many innocent lives are saved. Unfortunately, we
rarely have the satisfaction of knowing we have
achieved this goal. On occasion, we enjoy the
certainty that we have succeeded—sometimesin
very small ways—in using financial investigative
tools to disrupt those whose views of world affairs
involve the desire to kill innocent people. We can
also appreciate the opportunity to work, as
lawyers, on the most important national security
issue of our time.

Terrorist financing enforcement has emerged
as a powerful means of disrupting United States-
based terrorist supporters, and those who use our
financial system and generosity against us. The
crime of providing "material support" to
designated foreign terrorist organizations, 18
U.S.C. § 2339B, recently described as a
"previously unknown statute," has become a key

prosecutorial tool in the war on terrorism. We
hope that some of the principles described in this
edition of the USA Bulletin are useful to our
colleagues who work in this field, or for those
who aspire to be part of it.

Special thanks to Christine Reynolds, a
student intern in the Counterterrorism Section, for
her editorial help with these articles.

ABOUT THE AUTHOR

Jeff Breinholt is the Coordinator of the DOJ
Terrorist Financing Task Force, and the
Counterterrorism Section's Regional
Antiterrorism Coordinator for the Western and
Pacific states. He joined the Department of
Justice with the Tax Division, Western Crime
Enforcement Section in 1990, and spent six years
as a Special Assistant U.S. Attorney for the
District of Utah before joining the Criminal
Division in 1997. He is a frequent | ecturer and
author on national security matters.a
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Philosophy of American Terrorism

Crimes

I. Introduction

The terrorist financing laws fit within the
more general American approach to
counterterrorism enforcement. A necessary first
step in understanding the federal prosecutor's role
in combating terrorist financing is familiarity with
the structure of the U.S. counterterrorism
enforcement program, including the applicable
laws and their rationale.

Il. Counterterrorism laws and their rationale

Although the United States has been fighting
terrorism since President Thomas Jefferson dealt
with the Barbary Pirates in the late 1700s, the
treatment of terrorism as alaw enforcement matter
isareatively new development. This is partly due
to the fact that until the last quarter century the
United States was not the target of choice of
international terrorists. From the1960s to the
1990s, mogt acts of terrorism against U.S.
interests occurred abroad or in the air. Americans
who remained on U.S. soil could feel relatively
safe from terrorist threats. Empirically, injuries
from household mishaps represented a far greater
risk to Americans when they stayed within the
u.s.

Nevertheless, the U.S. Criminal Code
included terrorism as a law enforcement matter
well before the 1990s. The evolution of our
terrorism criminal statutes was driven by the
establishment of principles of internationa law,
generally through multilateral treaties negotiated
under the auspices of the United Nations. These
treaties include what are known as "extradite or
prosecute” instruments, in which signatory nations
agree to create certain terrorism-related domestic
crimes and the means of prosecuting them. They
also include non-terrorism treaties which
officially recognize customary international law
concepts regarding the nations' rights to assert
criminal jurisdiction over persons located—and
conduct occurring—outside their boundaries.

Although these treaties sometimes arise in the
course of criminal prosecutions (generally through
pretrial motions to dismiss, premised on
challenges to a particular criminal statute), federal
prosecutors need not be familiar with their text,
although they should be able to locate them in the
event that they become an issue. Instead,
prosecutors should understand that since 1996,
U.S. criminal law allows the exercise of
extraterritorial authority to the extent permitted
under principles of international law. Put another
way, the U.S. Criminal Code contains crimes that
allow us to prosecute persons for certain actions
anywhere in the world, and this assertion of
criminal jurisdiction comports with worldwide
standards and is intentionally crafted to extend to
the limit of international law, without surpassing
it. While future legislative amendments will fill in
necessary gaps, planned violence against
American interests anywhere in the world is now
redressable through federal criminal prosecution.

In addition to limits imposed by international
law, our terrorism crimes have evolved within the
limitations of the United States Constitution. In
fact, constitutional limitations have been more
influential than those of international law in the
development of the American approach to
criminalizing terrorism.

I11. Criminalizing terrorism

The U.S. Constitution recognizes the
inviolable right to free expression and free
association, and the right to be free from
deprivations of liberty or property without due
process of law. Asinterpreted by criminal courts,
persons in the United States cannot be prosecuted
for their thoughts alone, nor can we criminalize
conduct that is protected by the First Amendment.
As aresult, our criminal jurisprudence stresses
definable acts, rather than thoughts or speech
unattached to particular conduct.

2 UNITED STATESATTORNEY S BULLETIN
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The structure of U.S. terrorism crimes follows
this tradition. There is no crime of being a terrorist
or thinking terrorist thoughts. While the U.S.
Code definesthe federal crime of terrorism (18
U.S.C. 8 2332b(g)(5)), this term simply lists all
the terrorism-related crimes, for ease of reference,
and for purposes such as the applicability of
certain sentencing enhancements. Persons cannot
be convicted of the federal crime of terrorism
because there is no such crime.

Instead, terrorism crimes have developed in
the same manner as other crimes: policymakers
determine what evil (or "mischief") should be
prevented, and then craft criminal laws that take
into account how such mischief is generally
achieved. On occasion, acts that are criminalized
are not ones that should necessarily be
discouraged, if committed by persons not
otherwise involved in the targeted conduct. In
such cases, laws are crafted to criminalize such
conduct only when committed in particul ar
circumstances.

IV. The narcotics analogy

The best illustration of this concept comes
from the United States antinarcotics program. To
combat the growing scourge of illicit drugson the
streets of urban America, the U.S. declared war on
the importation, distribution, and possession of
certain controlled substances. Initially, we
determined how drug dealers typically operate,
then made it a crime to engage in those
operations. Drug dealers, for example, are unable
to enjoy the proceeds of their crime unless they
can find away to spend it without drawing
attention to themselves. To do this, they will
necessarily rely on financial institutions to store
and transfer their illegal proceeds, and they must
find a way to make these proceeds appear
legitimate. Recognition of this conduct led to the
creation and aggressive enforcement of the crime
of money laundering: engaging in financia
transactions for the purpose of making dirty
money appear clean.

Part of the U.S. money laundering program
involved establishing required reports that must be
generated and provided to the Treasury
Department upon the occurrence of an act that
conforms with what we know about drug dealers'

operations. For example, because illegal drugs are
generally purchased with cash, drug dealers will
typically make large cash depositsinto their bank
accounts. After 1986, banks were required to
generate a report, known as a Currency
Transaction Report (CTR), whenever a customer
deposited more than $10,000 in cash. 31 U.S.C.
§5313; 31 C.F.R. § 103.20.

I's this fair to the person in alegitimate cash
business who happens to deposit cash in excess of
$10,000? The 1986 law merdy requiresthe
submission of areport. It properly recognizes that
there may be legitimate reasons to make large
currency deposits. Persons who fall into that
category should have no reason to fear the
issuance of areport, assuming that they generated
these fundslegally and are paying taxes on them.

The same is not true for drug dealers, to
whom the required reports would draw unwanted
scrutiny. To accomplish their financial goals after
the imposition of thisnew requirement, drug
dealers began dividing their currency deposits into
smaller increments, each of which would be under
the $10,000 triggering amount for aCTR. To
redress this phenomenon, Congress created the
crime of "structuring currency transactions" to
avoid the reporting requirement. 31 U.S.C.

§ 5324. Where bank records show that someone
made several $9,900 deposits at different banksin
the same day, prosecutors can ask the jury to infer
that the person had alarge corpus of cash and
intentionally structured deposits to avoid the CTR
requirement, thereby committing a federal felony.

The structuring offense (31 U.S.C. § 5324) is
an example of a carefully crafted statute that
prohibits conduct that is not inherently offensive
(making several large cash depositsin asingle
day) in those circumstances that separate the
innocent from the guilty. It effectively closed a
loophole available to drug dealers who aspired to
use the U.S. financial system to wash their illegal
proceeds, forcing them to rely on other means. If
persons other than drug dealers were ensnared in
the process, these people are limited to those who
had reason to fear the generation of a CTR.

This specific example of policymaking is less
challenging than those in the counterterrorism
area, where, unlike the act of depositing cash in
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excess of $10,000, the peripheral conduct is
sometimes constitutional ly-protected.

V. The counterterrorism crime challenge

The best illustration of this challenge borrows
from a construct used to illustrate the doctrine of
overinclusiveness and underinclusiveness, within
the constitutional jurisprudence of the Equal
Protection Clause within the Fourteenth
Amendment. States often make distinctions
between classes of persons for purposes of
determining such things as eligibility for benefits.
The constitutiondity of such distinctions depends
on the nature of the classification (racial, gender,
alienage, income level, etc.), the government's
stated interest, and how closely the classification
is drawn to achieve such interest.

In formulating criminal laws, governments
are, in a sense, drawing a classification. Upon
their enactment, a crime creates two classes of
people: those who are prosecutable under the
statute and those who are not. Persons in the first
category, when charged with the crime,
sometimes claim that the crime makes an
unconstitutional distinction between what they are
accused of doing and the non-criminalized
conduct of other people. They may advance
another constitutional argument, claiming that the
enactment of the crime unconstitutionally
infringes on their right to express themselves
freely or associate with whomever they choose.
These arguments are depicted by the following
charts:

A. "Overinclusive Targeting"

Crime

Figure 1.1

In the case of overinclusivetargeting, the
person charged claims that his conduct, while
perhaps within the larger circle, is outside of the
mischief circle. His argument:

The crime | am charged with committing
arbitrarily ensnares me in something that
should not be prohibited, because my
conduct is outside the realm of mischief
and is no more offensive than the conduct
of other people who are not charged with
this crime.

Note that this is the type of argument that
would be made by the non-drug dealer charged
with structuring. It is, essentially, "l may be alot
of things—tax cheat, bad husband who wants to
hide assets from hiswife—but | am not adrug
dealer, which iswhat the structuring offense is
designed to capture.”

The following figure depicts the converse
enforcement structure.
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B. "Underinclusive Targeting"

Mischief

Figure 1.2

In the case of underinclusive targeting, the
person is charged with conduct that fits within the
interior "crime" circle. Her argument:

While | may have done something that |
should not have done, look at all of the
other people who did the same sort of
mischief but whose conduct lies outside of
the inner "crime” circle. If you are serious
about stopping the mischief in which you
are accusing me of engaging, the crime |
am charged with should include them as
well, and it is unfair as applied only to
me.

Neither of these two arguments, cloaked as
they are in notions of fairness, are likely to gain
much traction with the courts. Motions to dismiss,
after all, are generally not granted on fairness
arguments by the criminal defendants themselves.
In their current form, these two claims are
essentially public policy arguments, by self-
interested persons who find themselves ensnared
in the crimes and a particular enforcement
strategy. These claimants, and their legal advisors,
would be better served by finding a constitutional
argument.

In the first example (Figure 1.1), the person
claiming to be aggrieved by the overinclusive
targeting should refine his argument as follows:

I am charged with the crime of doing
something that is protected by the First
Amendment. While | do not contest the
government's right to punish those people
who actually detonated the bomb, you
should not lump me into their scheme
simply because | believed in their cause
and was present in the room when they
were planning the attack. By doing so,
you are seeking to punish me for my
legitimate exercise of First Amendment
rights, while chilling the exercise of such
rights by other people who will notice
what you are doing to me and be deterred
from expressing themselves or freely
associating with like-minded people.

The second person, complaining about the
underinclusive targeting (Figure 1.2), should say:

Your prosecution of me for committing an
act of terrorism overlooks similar acts of
terrorism committed by people motivated
by things other than the right to
Palestinian freedom and self-
determination. You are selectively
prosecuting me because of my race, while
consciously overlooking the terrorism
committed by radical Jews and Irish
nationalists.

Irrespective of whether these constitutional
arguments would work, they come closer to
successful constitutionally-based motions to
dismiss, and illustrate the legitimate limits of
policymaking through the enactment of criminal
statutes. They also illustrate the ideal in crime-
related policymaking, which is depicted in Figure
1.3.
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C. Optimal Targeting

ischie

Figure 1.3

Thisideal, rarely achievable, criminalizes
virtually all of the mischief soughtto be
prevented, leaving few openings for criminal
defendants to attack the enforcement program,
either on constitutional or fairness grounds. In
reality, criminal statutes and their enforcement are
generally overinclusive or underinclusive, which
is not problematic as long as they do not infringe
on constitutionally-protected rights.

The concepts of overinclusive and
underinclusive targeting are helpful when
considering the structure of U.S. terrorism crimes.
Whether intentionally or not, U.S.
counterterrorism enforcement follows a pattern
that can be called "strategic overinclusiveness.”
The need to prevent certain resultsis so great that
we criminalize conduct that leads up to, but does
not necessarily reach, the bad result we are
seeking to prevent. The inchoate offenses are an
example of this strategy.

V1. Preventative Prosecution: Inchoate
Offenses

Inchoate offenses are those crimes that fall
short of completed, or substantive, offenses:
conspiracy, attempt, aiding and abetting, and
being an accessory. These offenses, which do not
exist in every country, are powerful prosecutorial
tools for achieving federal prosecutors' public
safety mission. Conspiracy and attempt provisions
recognize that certain criminal intent, if

accompanied by some affirmative act to achieve
theillegal objective, justifies prosecution, even if
the criminal goal isnever realized. By the same
token, the aiding and abetting and accessory
crimes allow us to stretch criminal culpability
beyond the worst offenders.

Federal law recognizes a general conspiracy
provision (18 U.S.C. § 371), which criminalizes
the agreement to commit any federal offense or
achieve a legal objective through illegal means,
and general aiding and abetting (18 U.S.C. § 2)
and accessory (18 U.S.C. § 3) offenses. Particular
terrorism crimes contain their own conspiracy and
aiding and abetting provisions, which allow for
greater penaltiesthan the general provisions, and
should be relied on when justified by the facts.

Thereis no general attempt provision within
the U.S. Criminal Code, although most of the
terrorism crimes contain an attempt provision
within their terms. There is a general crime of
solicitation (18 U.S.C. § 373) which can serve
some of the same purposes.

Finally, the terrorism crimesinclude
substantive offenses for acts that fall short of a
completed violent attack. Due to the extremely
serious nature of certain types of violent attacks
and the need to follow up any possibility of such
planning, U.S. law recognizesthe crime of
"threatening" some terrorist attack. Itis a crime,
for example, to make threats against the President,
President-elect, Vice President or other officer
next in the order of succession (18 U.S.C. § 871)
and to willfully threaten foreign dignitaries (18
U.S.C. §878). These types of crimes are powerful
preventative tools and their use has been
consistently upheld in the face of constitutional
attacks. See United States v. Watts, 394 U.S. 705,
89 S.Ct. 1399, 22 L.Ed.2d 664 (1969). They
represent an example of acceptable, strategic
overinclusive targeting, useful in thwarting
calamitous acts before they occur.

The inchoate crimes, in particular the crime of
conspiracy, provide alegal means for federal
prosecutorsto achieve the Attorney General's new
mandate that we prevent terrorism before it
occurs. The successful deployment of these tools,
however, depends on the development of
information. With sufficient information, gained
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through human sources, electronic surveillance,
and third-party records, terrorist plots can be
disrupted through use of the U.S. criminal justice
system well beforeinnocent lives arelost. Of
course, this assumes that the system for collecting
and acting on relevant information is adequate,
and that the U.S. can succeed in the goal of
inserting law enforcement into the earliest stages
of terrorists' conspiratorial planning. Although
this goal seems relatively uncontroversial on
paper, specific proposals for achieving it
generated spirited public debate about what type
of security and law enforcement apparatus we
want.

VI1I. Application of these principles to terrorist
financing

Terrorist financing enforcement is an example
of strategic overinclusiveness, where the crimes
are based on the recognition of how terrorists
behave, even if the resulting prohibitions—like the
donation of funds-reach conduct that is not
dangerous per se. As shown below, the key
terrorist financing statute (18 U.S.C. § 2339B) fits
squarely within the A merican counterterrorism
enforcement tradition. M orever, because it
containsthe inchoate offenses of conspiracy and
attempt, it is an extremely powerful tool in the
effort to disrupt terrorist plots before they reach
fruition. It is also the closest thing we have to the
crime of being aterrorist, although it does not go
quite so far.

What Is Terrorist Financing?

I. The money laundering paradigm

In American law enforcement, the term
terrorist financing has traditionally referred to the
act of knowingly providing something of value to
persons and groups engaged in terrorist activity.
This crime has been officially recognized since
1994, with the enactment of the first material
support crime, 18 U.S.C. § 2339A. Before 1994,
such conduct could only be redressed through
money laundering prosecutions.

Money laundering is the process whereby
money that is the product of someillegal activity
is cleaned and its source disguised, and it is placed
inside the banking or other mainstream financial
system. While terrorist financing can involve dirty
money, it is the application of such money to
terrorism that we seek to prevent. With terrorist
financing, it does not matter whether the
transmitted funds come from alegal or illegal
source. Indeed, terrorist financing frequently
involves funds that, prior to being remitted, are
unconnected to any illegal activity. A common

example occurs when legitimate dollars are
donated to charities that, sometimes to the chagrin
of the donors, are actually fronts for terrorist
organizations.

Tracking terrorist financial transactionsis
more difficult than following the money trails of
mainstream criminal groups because of the
relatively small amount of funds required for
terrorist actions and the range of legitimate
sources and uses of funds. While many organized
crime groups are adept at concealing their wealth
and cash flows for long periods of time, their
involvement in the physical trade of illicit drugs,
arms, and other commodities, often exposes the
revenues and expenditures connected to these
illegal dealings. In contrast, terrorist attacks are
comparatively inexpensive, and their financing is
often overshadowed by the larger financial
resources alocated for the group's political and
social activities, making it more difficult to
uncover the illicit nexus.
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The "clean money" type of terrorist financing
differs from traditional money laundering,
although it can be prosecuted as a crime under the
reverse money laundering provision: Titlel8
U.S.C. 81956(a)(2)(A) criminalizes the act of
transmitting funds internationally with the intent
to promote some specified unlawful activity
(SUA). Because acts of terrorism will generally
qualify as SUAs, persons who send funds abroad
with the intent to promote politically-inspired
violence can be prosecuted under this offense.
However, the crime of reverse money laundering,
despite its utility, was not designed to address the
specific conduct of terrorist financing.

The enactment of the first material support
crime in 1994 was followed by additional
legislative changes, starting with the 1996
enactment of the powerful § 2339B, and
continuing to the recent changes enacted with the
USA PATRIOT Act. Today, there are several
different crimes, and many new investigative
tools, available to American law enforcement in
fighting terrorist financing.

1. The concept of terrorist financing

The increased law enforcement emphasis on
international terrorism has focused greater
attention on how terrorists plan and fund their
operations. As alaw enforcement matter, the term
terrorist financing has been broadened to include a
number of different enforcement initiatives, all of
which involve the use of financial information and
United States courts to redress international
terrorism. These initiatives include the following.

» ldentifying terrorists and their supporters
through financial analysis: the use of
financial investigative techniques to identify
terrorists and their logistical supporters. For
example, in the aftermath of 9/11, the FBI
Financial Crimes Section led a multiagency
task force that used financial techniques to
trace the movements and commercial
transactions of the nineteen dead hijackers.

e Targeting known terrorists and their
supporters through the enforcement of
financial crimes: the use of traditional
financial violationsto prosecute persons and
groups that are documented, sometimes from

sensitive sources and methods which cannot
be disclosed, to be engaged in terrorism or
terrorist planning.

* The crimes of terrorist financing: the
prosecution of terrorist supporters under the
U.S. Code provisions which criminalize the
act of knowingly providing support and
engaging in financial transactions with
terrorigts. 18 U.S.C. § 956; 18 U.S.C.

§ 2339A; 18 U.S.C. § 2339B; and 50 U.S.C.
§§ 1701, 1702.

» Assetharboring: the prosecution of the crime
of failing to freeze or block assets of a person
or group that has been designated under the
terrorism-related Executive Orders.

e Seizing terrorist-connected assets through
judicial seizures: the use of Executive Orders
and the civil forfeiture provisons of
United States law to freeze, seize, and/or
forfeit assets of terrorist supporters.

I11. The underpinnings of the United States
enforcement program

Understanding the various crimes of terrorist
financing requires some familiarity with the
philosophy behind the United States terrorist
financing enforcement program, and the
administrative actions that are its underpinnings.
These underpinnings borrow from the idea of
"strategic overinclusiveness," discussed in the
previous article.

The philosophy of our terrorist financing
enforcement program arises from two main
factors. First, the United States Constitution, as
interpreted by the Supreme Court, recognizes
certain financial transactions as protected by the
First Amendment, in particular the guaranteed
freedoms of speech and association. The act of
providing funds is a form of speech and
association. Accordingly, any legal restrictions on
such conduct must betailored to conform with the
First Amendment. Thisis not to say that financial
transactions cannot be regulated or restricted. The
constitutionality of monetary limits on political
contributions and of embargoes which prohibit
United States citizens from engaging in certain
foreign transactions, for example, is well-
established.
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Second, some of the most lethal international
terrorist organizations engage in legitimate
philanthropic and humanitarian activity for
suffering people. Such activity is considered the
benevolent counterpart to their violent activities,
and is designed to win the hearts and minds of
peoplein such regions, while they simultaneously
kill innocent people through indiscriminate
violence elsewhere. Given the hybrid nature of
many terrorist organizations, it would be an
almost insurmountable law enforcement challenge
if we were required to trace the dollars coming
from United States sources, through the shadowy
Third World financial sector, to their ultimate use
in purchasing bombs and bullets. Perhaps more
importantly, even if such law enforcement efforts
succeeded, it would be even more difficult to
establish that the U.S.-based providers specifically
knew that the funds were going to the malevolent,
rather than humanitarian, purposes of the group.

These two factorsled to the philosophical
basis for the current terrorist financing statutory
scheme: al money isfungible, and the benevolent
intent of American donors cannot wash what is
inherently a dangerous act—funding overseas
groupsthat kill innocent persons. The funds
provided by the humanitarian-minded donor are
just as useful to the terrorist organization asthe
funds provided by persons who intend such funds
to be used for violence.

This recognition has led to an approach to
terrorist financing enforcement that is unique to
the United States, although it isincreasingly being
adopted by other countries. This approach
involves list-making. We have adopted an
administrative procedure which resultsin the
publication of lists of designated groups and
persons that, according to facts contained in
administrative records compiled for this specific
purpose, are conclusively determined to be
terrorists. Upon the inclusion of any group or
person on these lists, it becomes a crime for
anyone subject to United States jurisdiction to
engage in financia transactions with that
group/persons, even if the transaction itself is not
designed to promote terrorism.

This list-making approach to terrorist
financing effectively altersthe enforcement

landscape. Instead of tracing monies from the
United States to their ultimate use in terrorist acts,
the enforcement challenge now is to establish that
persons here are engaged in financial transactions
with persons they knew were acting on behalf of
designated terrorist groups and individuals.
Because the crimes of terrorist financing do not
require a completed crime, if prosecutors can
establish sufficient proof of intent, persons within
the United States can be prosecuted for domestic
transactions where the funds never make it
overseas to their ultimate destination. To be
convicted, the accused merely needs to agree to
provide fundsto aterrorist organization, and send
a payment in furtherance of this goal. This
powerful law enforcement tool is the main
terrorigt financing crime of 18 U.S.C. § 2339B,
known as the crime of providing "material support
to designated terrorists." Enacted in April 1996,
this crime did not become fully operational until
the Secretary of State issued the first list of
"Designated Foreign Terrorist Organizations"
(FTOs) on October 7, 1997.

1V. Section 2339B and the designation of
terrorist groups

The offense portion of 18 U.S.C. § 2339B
provides:

§ 2339B. Providing material support or
resources to designated foreign
terrorist organizations

(a) Prohibited activities.--

(1) Unlawful conduct.--Whoever, within
the United States or subject to the
jurisdiction of the United States,
knowingly provides material support or
resources to a foreign terrorist
organization, or attempts or conspires to
do so, shall be fined under thistitle or
imprisoned not more than 15 years, or
both, and, if the death of any person
results, shall be imprisoned for any term
of years or for life.

The Secretary of State designates FTOs, in
consultation with the Attorney General and the
Secretary of the Treasury. These designations are
based on definitions contained within the
Immigration and Nationality Act. FTO
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designations are valid for two years and are
renewable. The first FTO list, announced by
Secretary of State Madeleine Albright in October
1997, consisted of twenty-nine organizations.
Certain groups have been added and removed.
The current FTO list contains 36 groups:

1. Abu Nidal Organization (ANO)

Abu Sayyaf Group

Al-Agsa Martyrs Brigade

rmed Islamic Group (GIA)

Asbat al-Ansar

Aum Shinrikyo

Basque Fatherland and Liberty (ETA)

® N e oA W N

Communist Party of the PhilippinesNew
People's Army

9. Gamaa al-Islamiyya (Islamic Group)
10. HAMAS (Islamic Resistance M ovement)
11. Harakat ul-Mujahidin (HUM)

12. Hizballah (Party of God)

13. Islamic M ovement of Uzbekistan (IMU)

14. Jaish-e-M ohammed (JEM) (Army of
Mohammed)

15. Jemaah Islamiya (JI)
16. al-Jihad (Egyptian Islamic Jihad)
17. Kahane Chai (Kach)
18. Kurdistan Workers Party (PKK)

19. Lashkar-e Tayyiba (LT) (Army of the
Righteous)

20. Lashkar | Jhangvi (LJ) (Army of Jhangvi)
21. Liberation Tigers of Tamil Edlam (LTTE)
22. Mujahedin-e Khalg Organization (M EK)
23. National Liberation Army (ELN)

24. Palestinian Islamic Jihad (PIJ)

25. Palestine Liberation Front (PLF)

26. Popular Front for the Liberation of Palestine
(PFLP)

27. PFLP-General Command (PFLP-GC)
28. al-Qaida
29. Real IRA

30. Revolutionary Armed Forces of Colombia
(FARC)

31. Revolutionary Nuclei (formerly ELA)
32. Revolutionary Organization 17 November

33. Revolutionary People's Liberation
Army/Front (DHKP/C)

34. Salafist Group for Call and Combat (GSPC)
35. Shining Path (Sendero Luminoso, SL)

36. United Self-Defense Forces of Colombia
(AUC)

The Secretary of State's FT O designations are
the culmination of an exhaustive interagency
review process in which information about a
group's activity, taken both from classified and
open sources, is scrutinized. The State
Department, working closely with the Justice and
Treasury Departments and the intelligence
community, prepares a detailed administrative
record which documents the terrorist activity of
the proposed designee. Seven days before
publishing an FTO designation in the Federal
Register, the Department of State provides
classified notification to Congress.

With the announcement, designations are
subject to judicial review, triggered by achallenge
from the group itself. This has occurred a few
times since the publication of the original FTO
list. In addition, one lawsuit was filed
independently by the prospective donors of two
FTOs, arguing that the designation infringed on
their First Amendment freedoms of speech and
association, and seeking a declaratory judgment
that the statutory scheme was unconstitutional.
The constitutionality of the FTO designation
process has been thoroughly upheld. See
Humanitarian Law Project v. Reno, 205 F.3d
1130 (9th Cir. 2000); People's Mojahedin Org. of
Iran v. Dep't of State, 182 F.3d 17 (D.C. Cir.
1999) (rejecting challenges by two designated
groups); National Council of Resistance of Iran v.
Dep't of State, 2001 WL 629300 (D.C. Cir. June
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8, 2001) (groups that have sufficient United States
presence are entitled to procedural due process).

The other two terrorist lists that are relevant to
terrorist financing enforcement involve the
International Emergency Economic Powers Act
(IEEPA), 50 U.S.C. 8§ 1701, 1702, which permits
the prosecution of persons who willfully engage
in financial transactions with persons and
organizations the President has determined to be a
threat to United States national security. The
Treasury Department administers these programs
under its economic sanctions authority. The two
lists are entitled Specially Designated Global
Terrorists (SDGTSs) and State Sponsors of
Terrorism (SSTs). A third list, which contains
groups and individual s whose conduct threatens
the Middle East Peace Process, is referred to as
Specially Designated Terrorists (SDTs), although
itsusefulness is limited to transactions that
occurred between January 1995 and September
1997.

The SDGT list ispremised on Executive
Order 13224, 66 Fed. Reg. 49,079 (September 23,
2001), which authorized the Treasury Department
to block assets and freeze bank accounts of these
designated groups/individuals. There are currently
over 260 SDGTSs, and that number grows from
week to week. Any willful violation of these
blocking ordersis acriminal IEEPA violation.

The SDGT list now includesall of the
organizations on the State Department's FT O list,
plus many more. Thus, there is apotential IEEPA
violation in every 8§ 2339B investigation. Unlike
the FTO lig, the IEEPA list of designated entities
is not limited to foreign groups. The Texas-based
Holy Land Foundation for Relief and
Development (HLFRD), for example, was
designated under IEEPA on December 7, 2001.
Holy Land Foundation for Relief and
Development v. Ashcroft, 219 F. Supp.2d 57
(D.D.C. 2002). It isaso not limited to
organizations, as the IEEPA ligt includes Usama
bin Laden himself, as well as HAM AS leader
Mousa Abu M arzook. As a result, financial
transactions with HLFRD, bin Laden, or
Marzook, without the requisite Treasury licensing,
is acrime, even though none of the three are
FTOs.

V. The overinclusiveness argument

The appropriateness of thislist-making
approach and § 2339B enforcement isillustrated
by the overinclusiveness arguments that would be
made by persons ensnared in the crime. Consider
the following figure:

Conduct Criminalized by § 2339B

In an effort to prevent mischief represented by
the center
circle, we
makeita§
2339B
offense to
provide
material
support or
resources to
Hamas. A
prosecutor
obtains
indictments
against three
different
persons: (1) the Hamas leader within the smallest
circle; (2) the Hamas operative in the middle
circle; and (3) the person within the United States
who knowingly provided funds to the Hamas
operative, in the outer circle.

amas Operative

Donor

Figure 2.1

The third of these defendants, indicted under
§ 2339B, might make the following argument in
his motion to dismiss:

I am charged with doing something that is
not inherently dangerous—providing funds
to the charity of my choice. In making this
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donation to Hamas, | intended my funds
to be used for philanthropic goals, never
violence. The United States government, if
anything, should encourage charitable
gift-giving. My decision to give to Hamas
is protected by my First Amendment
rights to express myself however | want,
and to associate with whomever | choose.
Moreover, people looking at what you are
doing to me will naturally be deterred
from giving funds to Hamas, and their
First Amendment-protected activities will
be chilled.

The prosecutor responds:

Section 2339B represents Congress' clear
intent to dry up American sources of funds for
international terrorists. Under this statute, the
United States announces the groups it views
as designated foreign terrorist organizations.
That action brands groups that use violence
to achieve their political goals, and the fact
that they may also engage in philanthropy
does not change the terrorist nature of that
organization. As a person within the United
States, the defendant is prohibited by § 2339B
from providing any funds to certain groups,
including Hamas, no matter how the
defendant intends Hamas to use his
donations. This is a reasonably tailored
prohibition, supported by clear legislative
history, which comports with First
Amendment jurisprudence, just as the laws
that prohibit United States citizens from
purchasing items produced with embargoed
countries have been affirmed. In addition, the
statutory scheme has been upheld when
challenged on these same grounds by persons
who are alleged to have engaged in the same
type of conduct as the defendant.

Note that this prosecutor's argument responds
to the arguments of the defendant situated in the
outermost ring, the one furthest removed from the
violent activity depicted in the inner circle. With
regard to the constitutionality of § 2339B as
applied to particular facts, the conduct of the other
two defendants is an even easier argument. That
is, these two defendants would have a more

difficult time arguing that their alleged conduct is
protected by the First Amendment.

V1. "Material support or resources"

The previous example involves cash, the most
fungible of all mediaof exchange. Section 2339B,
however, reaches a broader range of items that can
change hands. The key term within § 2339B is
"material support or resources," the providing of
which to FTOs isillegal. The term was first
defined in the other material support statute,18
U.S.C. § 2339A, enacted in 1994 but which,
because of its exacting intent requirement and the
challenge of tracing funds overseas, resulted in
few criminal prosecutions. The term expands
these statutes beyond the provision of funds to
include virtually anything of value. Recently
amended by the USA PATRIOT Act, "material
support or resources" is now defined as:

currency or monetary instruments or financial
securities, financial services, lodging,
training, expert advice or assistance,
safehouses, false documentation or
identification, communications equipment,
facilities, weapons, lethal substances,
explosives, personnel, transportation, and
other physical assets, except medicine or
religious materials.

18 U.S.C. § 2339A (b).

Thus, it isillegal to provide virtually any type
of asset. Itis also irrelevant whether the material
support is provided to the FTO as a quid pro quo.
An American company that advertises on an FTO-
owned television station, and pays fees in
exchange for this service, is probably violating
§ 2339B, even if it gets the benefit of broadcasting
time in return. This theory would presumably
cover American lawyers who wittingly use their
attorney-client relationship to facilitate otherwise
illegal communications between the client and the
FTO he leads, asin the New Y ork indictment of
attorney Lynn Stewart which, at the time of this
writing, is pending.

In one of the judicia opinionsthat upheld the
constitutionality of the 8 2339B designation
process, the court ruled that the terms "training”
and "personnel" contained within the definition
are too vague. Humanitarian Law Project v. Reno,
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205 F.3d 1130 (9th Cir. 2000). In response, the
Department issued interna guidance regarding
charging decisionsin cases involving these two
types of material support.

a. Personnel

It is the policy of the Department that a person
may be prosecuted under § 2339B for providing
personnel to an FTO if, and only if, that person
knowingly provided one or more individuals to
work under the foreign entity's direction or
control. Individualswho act independently of the
designated FTO to advanceits godsand
objectives are not working under its direction or
control, and may not be prosecuted for providing
personnel. Only individuals who have
subordinated themselves to the FTO, i.e., those
acting asfull-time or part-time employees or
otherwise taking orders from the entity, are under
its direction or control.

There are two different ways of providing
personnel to adesignated FTO: (1) by working
under the direction or control of the organization;
or (2) by recruiting another to work under its
direction or control. T he statute encompasses both
methods, so long as the requisite direction or
control is present.

This policy also applies to attempts and
conspiracies. A person may be prosecuted under
§ 2339B for attempting or conspiring to provide
personnel to an FTO if, and only if, that person
knowingly attempted or conspired to provide the
organization with one or more individuals to work
under its direction or control.

There are three reasons behind this policy.
First, the most natural interpretation of a statute
proscribing the provision of personnel to an FTO
isthat it does not reach independent actors.
Rather, it reaches those who have provided
employees or individuals who function like
employees to serve the FT O and work at its
command. See WEBSTER'S NINTH NEW
COLLEGIATE DICTIONARY 878 (9th ed. 1989)
(defining personnel as a body of persons usually
employed, asin afactory, office, or organization).
The fact that a designated group may benefit from
independent activity (e.g., athird party
autonomously engages in violence against a

common enemy) does not mean that personnel
has, therefore, been provided to it.

Second, it is prudent to avoid the
constitutional questions that would be presented if
the statute were interpreted more broadly.
Independent speech in support of an FTO is
protected by the First Amendment, and the statute
can and should be interpreted to avoid
criminalizing such speech. See § 301(b) of the
Antiterrorism and Effective Death Penalty Act
(AEDPA), 110 Stat. 1247 (Congress' purposein
enacting 8 2339B and related provisions was to
give the Federal Government the fullest possible
basis, consistent with the Constitution, to prevent
the provision by United States persons of material
support or resources to foreign terrorist
organizations); H.R. REP. NO. 104-383, at 44-45
(1995) (ban on "material support or resources" in
predecessor bill to AEDPA would not affect one's
right to speak on behalf of a designated foreign
terrorist organization, in concert with it, or in
favor of its attitudes and philosophies).

Third, the interpretation of personnel
advanced here is limited to that unique term, and
does not narrow or affect the government's ability
to prosecute the provision of other types of
material support or resources apart from
personnel. Thus, an individual within the
United States, or subject to its jurisdiction, who
knowingly sends currency or other physical assets
to an FTO can be prosecuted under § 2339B
regardless of whether he acted under the direction
or control of the organization.

b. Training

Section 2339B also prohibits knowingly
providing any training to a designated foreign
terrorist organization, regardless of the subject
matter of the training. The verb "train" is
commonly understood to mean: to teach so as to
make fit, qualified, or proficient. WEBSTER'S
NINTH NEW COLLEGIATE DICTIONARY 1251 (9th
ed. 1989). Asthis definition implies, the term
training connotes instruction or teaching designed
to impart specific skills, as opposed to general
knowledge. For example, one can receive training
in how to drive a car, but alecture on the history
of the automobile would not normally be thought
of astraining.
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Itisthe prosecutive policy of the Department
that a person may be prosecuted under § 2339B
for providing training to an FTO if, and only if,
that person has knowingly provided instruction to
the organization designed to impart one or more
specific skills. This policy also applies to attempts
and conspiracies, i.e., a person may be prosecuted
under § 2339B for attempting or conspiring to
provide training to an FTO if, and only if, that
person has knowingly attempted or conspired to
provide instruction to the organization designed to
impart one or more specific skills.

VI1I. Application of § 2339B to overseas
conduct

Section 2339B defines the universe of persons
liable for the offenses as anyone within the United
States or subject to its jurisdiction. The crime also
expressly provides for extraterritorial federal
jurisdiction. 18 U.S.C. 88 2339B(a)(1) & (d). The
United States terrorist financing enforcement
program views the combination of these
provisions to allow for the prosecution of United
States citizens for conduct they commit overseas,
or nonUnited States persons whose criminal
conduct occurs within the United States.
NonUnited States persons, including persons who
have never been in the United States, can and
have been charged with § 2339B conspiracy, as
long as overt acts of the conspiracy have occurred
within the territory of the United States.

The Clean Money Cases: U.S.-Based
Fund-raising by NGOs and Charities

l. Introduction

The most common and challenging type of
terrorist financing investigation involves activity
within the United States by persons who are
raising funds, sometimes on behalf of seemingly
legitimate organizations, with the ultimate goal of
supporting terrorist groups. This fact pattern isthe
essence of what 18 U.S.C. § 2339A and § 2339B
were designed to combat. The clean money
terrorist financing prosecution isthe one where the
material support being provided is not derived
from illegal activity. The problem is not how the
funds are generated, but how, and where, they are

applied.

The advent of 18 U.S.C. § 2339B and the
designation process, in addition to creating
criminal liability, also required United States
financial institutions to freeze and report all

accounts established in the name of an Foreign
Terrorist Organization (FTO). In addition, persons
who may have been acting openly in the

United States on behalf of such groups as Hamas
and Palestine Islamic Jihad (P1J) were put on
notice that their assistance wasillegal and would
be prosecuted. As aresult, thereisrarely open
fund-raising by, or checks written to, FT Os.

This does not mean that such activity in the
United States ceased. As anticipated, the people
who engaged in this type of activity proceeded to
set up fronts, typically charitieswhich give them
the cover of apparent legitimacy and the benefit of
tax deductionsto their donors. The terrorist fund-
raising went underground, thereby increasing the
law enforcement challenge. The following sections
describe the issues relevant to this type of case.
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1. United States fund-raiser as a front for a
designated FTO

Admissible proof that a certain organization or
individual is, in reality, afront for a designated
FTO will be a central component of any “clean
money" prosecution under 18 U.S.C. § 2339B. In
fact, it will be alegal prerequisite in all but the
most uncommon clean money cases.

The enactment of § 2339B as part of the
Antiterrorism and Effective Death Penalty Act
(AEDPA) attempted to eiminate the requirement
that United States law enforcement follow the trail
of fundsfrom U.S. donorsthrough the shadowy
world of Middle East money changers to their
application in actual terrorist attacks. In 8§ 2339B
actions, the prosecution need not show that the
defendants specifically knew and intended that the
material support or resources they provided would
be used for terrorist purposes, asrequired
by& 2339A. Section 2339B requires only that the
prosecution show that the defendants knowingly
provided material support or resources to a
designated FTO. The providers' specific goalsin
making the transfers areirrelevant. Even if they
intended that their donations be used by FTOs for
benevolent purposes, they can still be convicted
under § 2339B. As noted in the previous article,
this conclusion was reinforced by judicia opinions
upholding 18 U.S.C. § 2339B against
constitutional challenges.

Section 2339B created some new proof
problems that might not have been anticipated at
the time of its enactment. After the first round of
FTO designationsin 1997, terrorists quickly
altered their western fund-raising methods. There
now appearsto belittle proof that funds continue
to be raised openly in the United States on behal f
of HAM AS or Hizballah. To the extent that
terrorist groups continue to receive funds and other
support from United States sources, it is
accomplished under the guise of front groups or
individuals who have no overt connection with the
FTOs.

Accordingly, any 8§ 2339B charge will turn on
whether there is adequate proof that the donors
knew that the organizations or individuals to
whom they gave money were actually FTO fronts.
Instead of following the trail of money to a

particular terrorist attack, as required pre-§ 2339B,
the challenge now is to establish, through
admissible evidence, the connection between
FTOs and the groups and individual sraising funds
for them. Thisis the front evidence that is so vital
toan 18 U.S.C. § 2339B enforcement strategy.

This point isillustrated by considering how, in
this climate of U.S.-based front groups raising
money for designated FTOs, § 2339B prosecutions
will play out against two types of possible
defendants: the fund-raising group, and the
individual donors. These classes of defendants
approximately correspond to the second and third
rings of the figure below, introduced in the
previous articles.

Classes of § 2339 Targets

I11. The fund-raisers

If the fund-raising group is truly acting as a
front for, and raising funds on behalf of, an FTO,
some of its members/agents will be chargeable
under 18 U.S.C. § 2339B. Thisistrue whether all
of the donations, or any money at all, is actually
forwarded to the FTO, because the definition of
material support or resources is so broad:

currency or monetary instruments or financial

securities, financial services, lodging, training,
expert
advice or
assistance
, safe
houses,
false
document
ation or
identifica
tion,
communi
cations
equipmen
t,
facilities,
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